© Clickatell

Any message, anywhere.

Two-Way Technical Guide V1.3
14 April 2009



@ Clickatell

Any message, anywhere.

Two-Way Technical Guide V1.3

1. Content
O o 01 (=T o | AP P P UPPPPTPPI 2
A @ = o T TSP PP 2
T O F= T o T T 11 (o] o RO TP T PP PP PPPPPPPPPPPP 3
N 0] 0= ST PT TR PPPRTTR 3
LS T 1 11 To [ X 1o o S 3
6. Standard-rated Virtual Mobile NUMDBErs (VIMNS).........ccoiiiiiiiiiiie e e 4
L0 RS 7V To F= 1o B 1= To 1 T A | PSP 4
6.2 TAQOEA VIMIN FANGE ...ttt ettt et e e e e e e e e e e e e e e bbb e e e e e et et e e e teeeeaeeaeaaeneas 4
7. AVAIIADIE VIMN FANGES ...t bbbt e et et e e e e e e e e e e e e e e e e 5
8.  How outbound MeSSAgiNG WOIKS ........cccoiiiiiiiiiiitii ettt ee e 5
9. HOw inbouNd MESSAGING WOTKS ...ttt e e e e 5
9.1 Method 1: The mobile user initiates the CONVErsation ..............ccoociiiiiiiiiiiiiiii e 5
9.2 Method 2: Your application initiates the CONVErsation ...............ccociiiiiiiiiiiiii e 6
10. STOP COMMEANT. ...ttt ettt et e ettt e teeeeeeeeaeeaneanas s e e nnannrnaes 6
10.1 Stop commands - automatic UNSUBSCIIDE ...........ouviiiiiiii e 6
10.1.1 STOP command implementation — short codes & MO numbers ...........ccccccovviiiiviiiiiiininnnnn, 6
10.1.2 STOP command - Shared Short COUES..........coouiiiiiiiiii et 7
11. How to configure your @ppliCatiON..........ccooiiiiiiiiiiiee e 7
111 HOW t0 Set the MO PAIAMELET ........uuiiiiiiiiiiiie et 7
11.2 HOW t0 cONfigure the SENAEN D .........uiiiiiiiiiiiiie et 7
11.3 HOW to receive iNDOUNG MESSAGES.........uuuuiiiiii e et e e e e e e e e e e e e e e 8
I O T A o I B = PP PP UPPPPPPTPN 9
10.3.2  FTP OG flle ettt e e e e e e e e e e e e e e 9
11.3.3  SMPP (fOr @dVANCEA USEIS) ....uuvviririiiiiiiiiiiti ettt ettt e e e e 10
R Y/ (1Y o 8 I I 1) PP 10
N 1 @ ) AN ST PPPPPRP 10
11.3.6  ONlINE rEPOIS ONIY .....ciieiiieieeiiiee e e e e e e e et et e e e e e e e e e e e e e et e e e e aeeeeeeaereeeas 11
11.4 How tagged VIMN rangeS WOTK.........oovuiiiiiiii i eee et ee e e e e e e e e e e ee e 11
115 Important NOtICE AabOUL LESTING: ...uuuii i e e e e e e eeaaeaaaaes 11
12. 2 1| T Vo 12
13. VYU 1o 7= To = o [ RRRSPPPN 12
13.1 Mobile originated (MO) WithOUL & FESPONSE .......cccoviiiiiiiiiie e 12
13.2 Mobile terminated with a reply from the handset.............cccccciiiiii i 12
14. BIC=T 12011 o] (o o |2 PSSP 13

2. Overview

This document is intended for those users who wish to develop applications that make use of Clickatell's
SMS gateway, for standard rate mobile originated (MO)/two-way services, to and from mobile subscriber
handsets.

Please note: Separate documentation exists for short codes. Pricing and coverage information can be
found at http://www.clickatell.com/pricing/twoway.php.
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3. Change history

Approximately six (6) months of changes are reflected:

Visit http://www.clickatell.com/downloads/Clickatell_two-way_technical_guide.pdf to check for updates to this

document.
18 July 2008 12.35 Added SOAP MO callback format
4, Context

This document is designed to follow from the latest Clickatell HTTP, SMTP, FTP, XML, SMPP, SOAP
and COM API specification documents. It is presumed that the reader has a thorough understanding of
these documents (whichever may be appropriate), prior to reading this addendum. These documents
can be found at: http://support.clickatell.com/quides/clickatell/api_guide.php.

As you will need to configure your numbers from within Clickatell Central, it is suggested that you read
the online help on configuring two-way messaging within Clickatell Central.

5. Introduction

There are various applications and services that are associated with MO messaging. Clickatell's role in
this regard is to act as a conduit between the mobile user and the service provider's application.
Clickatell receives messages from mobile users and routes these to your application. We will also route
any responses from your application back to mobile recipients and vice versa. There is a predefined set
of variables that Clickatell will pass back to your application when a message is received. You will need
to ensure that your application is capable of interpreting these and responding accordingly.
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6. Standard-rated Virtual Mobile Numbers (VMNS)

Clickatell offers the following VMN types for standard-rate two-way messaging:
6.1 Standard-length VMN
A standard-length VMN is determined by the country of origin; for example:

A UK standard VMN will consist of 12 digits: 44 XXX XXXXXXX

6.2 Tagged VMN range

A Tagged VMN range represents all possible VMN combinations created by appending a selected
number of digits to a standard VMN.

Please note: As Tagged VMNs are longer than standard VMNs, not all Network Operators support
them. For example: certain network operators in the UK do not support Tagged VMNSs.

If a Standard VMN is 44777xxxxxxX, any number of digits from 0 — 9999 can be appended to create a
range. See table below for examples:

Number of Available tagged Amount of tagged VMNs you will
digits VMNSs receive

1 AAT7TTXXXXXXX[0-9] 10 Numbers

2 AAT7TTXXXXXXX[0-99] 100 Numbers

3 AATTTXXXXXXX[0-999] 1 000 Numbers
3 A4TTTXXXXXXX[0-9999] 10 000 Numbers

For example: a Tagged VMN Range which is created with one additional digit tagged to a Standard
VMN, as displayed in the table above, would enable you to send and receive messages on the following
ten Tagged VMNSs:

A4TTTXXXXXXXO0 AATTTXXXXXXX3 A4TTTXXXXXXX6 A4TTTXXXXXXX9
A4TTTXXXXXXXL AATTTXXXXXXXE A4TTTXXXXXXXT
A4T T TXXXXXXX2 AATTTXXXXXXXE A4TTTXXXXXXX8

Please note: A Tagged VMN range is viewed and managed as one number on the Clickatell System, for
example: 447771234567[0-9999].
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7. Available VMN ranges

Clickatell has a variety of VMN ranges from which a randomly assigned VMN can be rented. Each
number range supports different countries and operators. Please consult:

http://www.clickatell.com/pricing/advanced coverage.php for more information.

Short codes are also available in various regions. Please consult the short code section which can be
found at: http://www.clickatell.com/products/shortcode.php.

8. How outbound messaging works

MT messages are delivered by your application to the user via the Clickatell Gateway. There are a
number of ways of routing these messages to the Clickatell Gateway for delivery:

SMTP (E-MAIL to SMS) - enabling a server- or client-generated e-mail to be delivered as an
SMS.

HTTP/S - submitting either a POST or GET to the API server.

FTP Upload — uploading a text file to Clickatell's FTP Server.

COM Obiject —windows based application development.

XML — XML wrapper over HTTP.

SOAP — submit SOAP packets over HTTP/S.

SMPP - Short Message Peer to Peer (SMPP) protocol.

The API you choose to send these outbound messages with must be linked by Clickatell to the VMN that
you use. This can be done within Clickatell Central.

Step 1: Log into your account at: http://www.clickatell.com/

Step 2: On the main screen, select Manage My Products.

Step 3: On the left select Two-Way Messaging.

Step 4: Click Edit on the number you want to configure, and choose the API you want to link it to
from the drop down box provided.

Please review your chosen APl Specification document for more information on how to implement
outbound messaging.

9. How inbound messaging works

9.1 Method 1: The mobile user initiates the conversation

A mobile handset user will create and send a text message to a predefined, published VMN, which will
be routed to your application by Clickatell.
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Example: a mobile user sends a comment into a radio show via SMS to the number 44777XXXXXXX.

9.2 Method 2: Your application initiates the conversation

Your application sends a message via the Clickatell Gateway to the user with the sender ID set to your
assigned VMN. The user then replies to the message which is routed back to your application via the
Clickatell Gateway.

For this, Clickatell will route your messages through a specific carrier that will enable the ability for
mobile users to reply to your allocated VMN.

Example: You send out a SMS to your users asking them to comment on a new product you have
launched. You set the sender ID to 44777xxxxxxx. They reply to the SMS with their comments.

10. Stop command

10.1 Stop commands - automatic unsubscribe

Clickatell has implemented a stop command system in line with PhonepayPlus & the MDA requirements.
The system will ensure that a mobile user's wish to unsubscribe is honoured in the event that your
application or service fails to do so.

Note: Clickatell will always deliver all messages that were received from the handset to you,
provided you have sufficient credits in your account.

10.1.1 STOP command implementation — short codes & MO numbers

Example: A handset sends in one of the following case-insensitive keywords (STOP, END, CANCEL,
UNSUBSCRIBE or QUIT) to a short code.

Clickatell will pass this message on to you. The Clickatell gateway will expect a “confirmation of
cancellation” message from you to the handset within a period of 6 hours. This must be sent either from
the short code it was sent to, or in the case of an MT short code, it must be sent from a linked standard
rate MO number such that the user is not billed.

If no confirmation of cancellation message is sent: You will no longer be able to send MT messages
to the mobile number from the short code or MO number you sent it from. Clickatell will also send the
message “You will no longer receive messages from the short code xxxxx" to the mobile number on your
behalf. This will be billed to your account at normal message rates. This message will be sent from your
short code unless the short code is MT, in which case it will be sent from a linked standard rate MO
number such that the handset is not billed. This MO number will be assigned and linked to your short
code by Clickatell. If the short code is MO premium rated, then this rule does not apply.

Note: If the handset sends in a new message that does not contain one of the following; STOP, END,
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CANCEL, UNSUBSCRIBE, QUIT, STOP STOP or STOP ALL, then you will once again be allowed to
send messages to the mobile number.

If the handset sends in “STOP ALL” or “STOP STOP” to a short code then you will no longer be able to
send messages from any of your MO numbers that are linked to your account.

10.1.2 STOP command - Shared short codes

If a shared short code is used, the chosen keyword will be expected to be before or after the STOP
command. For example, if your keyword is “Fun” then the message “STOP fun” or “fun STOP” will result
in no further messages being sent to the user from the keyword “Fun”. Note that this is also case-
insensitive.

If the handset sends in a new message containing your keyword and not containing one of the following;
STOP, END, CANCEL, UNSUBSCRIBE, QUIT, STOP STOP or STOP ALL, then you will once again
be allowed to send messages to the mobile number.

11. How to configure your application

NB: It is assumed that you have already integrated your chosen API and are able to send messages.

11.1 How to set the MO parameter

When sending messages to mobile users that should be able to reply, the MO parameter must be set to
1. If you use SMPP the MO parameter is automatically set to 1. For more information on how to set this
for your chosen API, see the appropriate API specification document.

When this parameter is set to 1, Clickatell will;
Use a specific carrier to deliver the message.
Set the correct sender ID when sending to the handset.

Note: The destination address must be in international format when setting this parameter to 1.

11.2 How to configure the sender ID

When you send a message where you may need a reply, you will need to set the correct sender ID (pre-
configured VMN) and set the MO parameter to 1. The pre-configured VMN is the number that you have
chosen to link to the API that you use to send outbound (MT) messages.

If the MO parameter is set to 1 and you specify a sender ID that is different from the pre-configured
sender ID, then your setting will take preference. Clickatell will still use a specific carrier to try and enable
the ability for the user to reply to the message. If, however, your sender ID is not supported by the carrier
being used, the message will fail.

When Clickatell delivers the message, the sender ID may be changed as follows:
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Your sender ID Sender ID set by Clickatell

If you set an alpha sender
1D
(e.g. from=abc)

If you set a numeric sender
ID that is not a configured
VMN.

If you set a configured
VMN.

If you set a short code as
the sender ID field.

If you do not set anything
as the sender ID field.

If MO=1

We will try to set the sender ID
you submitted. If we cannot, we
will set a default Clickatell
number.

We will try to set the sender ID
you submitted. If we cannot, we
will set a default Clickatell
number.

We will try to set the sender ID
you submitted.

See the appropriate premium
rate technical guide for the
region in which the short code is
used.

We will set a default Clickatell
number — you will not receive
the replies.

11.3 How to receive inbound messages

If MO=0 or not set

We will try to set the sender ID
you submitted. If we cannot, we
will set a default Clickatell
number.

We will try to set the sender ID
you submitted. If we cannot, we
will set a default Clickatell
number.

We will try to set the sender ID
you submitted. If we cannot, we
will set a default Clickatell
Number.

We will try to set the sender ID
you submitted. If we cannot, we
will set a default Clickatell
number.

We will set a default Clickatell
number — you will not receive
the replies.

In order to receive inbound messages, one of the methods below can be used. You can change which
method you wish to use at any time. Configuration is done through Clickatell Central. Go to
https://www.clickatell.com/central/twoway/twoway central.php and select the number you wish to
configure.

MO callback methods:

HTTP GET
HTTP POST
SMPP

XML GET
XML POST
FTP

SOAP GET
SOAP POST
Online Reports

All inbound messages are recorded on your Clickatell account, which can be viewed and downloaded
through Reports within Clickatell Central. This is useful if you do not wish to receive inbound messages
into your application.

Extended length messages will be sent to you as individual messages. The last two digits of the UDH

header will indicate which message part it is. The remaining part of the UDH header will be identical for
all messages that are part of the extended message.
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Example UDH header for message part 1: 050003330201
Example UDH header for message part 2: 050003330202

11.3.1 HTTP

Callback URLs will be used to send messages back to applications via a standard HTTP GET or POST.
The reply-path URL is set by you within Central. The URL must begin with http://. HTTPS is accepted but
only encryption is supported. Variables are passed back by the APl on message response.

The variables returned to the URL are:
Api_id (api_id=)
MO message ID (moMsgld)
Originating ISDN (from=)
Destination ISDN (to=)
Date and Time [MySQL format, GMT + 0200] (timestamp=)
DCS Character Coding (charset=) [when applicable]
Header Data [e.g. UDH etc.] (udh=) [when applicable]
Message Data (text=)

Example: If you provide this URL http://www.yourdomain.com/sms/sms.asp then we will do a POST
or GET as follows:

https://www.yourdomain.com/sms/sms.asp?api_id=12345&from=279991235642&t0=27123456789&ti

mestamp=2008-08-0609:43:50&text=Hereisthe%20messagetext&charset=1SO-8859-
1&udh=&moMsqgld=b2aee337abd962489b123fda9c3480fa

What happens when we are unable to connect to your server?

Clickatell provides retries of MO callbacks. We follow retry as follows:
2 minutes after the original attempt

4 minutes after last retry

8 minutes after last retry

16 minutes after last retry

25 minutes after last retry (max retries reached)

agrwdNE

After this, we do not retry again.

11.3.2 FTP log file

As an alternative to using a callback URL, replies can be logged to an FTP file. The FTP file will be a text
file, which can be retrieved manually, or via a script. The fields in the text file will match those listed
above. If necessary, an example of a text file will be provided on request

If you don't already have an FTP account, you can add an FTP product within your Central account
under My Connections.
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Text file name: mo.log

Example of text within text-file:
2005-01-06[space]12:26:18[space]handset_number_here[tab]mo_number_here[tab]text_here
2005-01-06[space]12:27:18[space]handset_number_here[tab]mo_number_here[tab]text_here2
2005-01-06[space]12:28:18[space]handset_number_here[tab]mo_number_here[tab]text_here3

11.3.3 SMPP (for advanced users)

We can also send the response back to you via SMPP. Please see our SMPP API specification
document for more information.

11.3.4 XML (over HTTP/S)

Callback URLs will be used to post XML formatted messages back to applications via a standard
HTTP/S GET or POST. The reply-path URL is set by you within Clickatell Central. The URL must begin
with http://. HTTPS is accepted but only encryption is supported. Variables are passed back by the API
on message response. The data contained in the XML elements is encoded using standard XML
entities.

The variables returned to the in the xml <clickmo> packet are:
- Api_id (<api_id>)

MO message ID (moMsgld)
Originating ISDN (<from>)
Destination ISDN (<to>)
Date and Time [MySQL format, GMT + 0200] (<timestamp>)
DCS Character Coding (<charset>) [when applicable]
Header Data [e.g. UDH etc.] (<udh>) [when applicable]
Message Data (<text>)

Example: If you provide this: http://www.yourdomain.com/sms/sms.asp then we will do a post via a
standard HTTP POST as follow:

data=<?xml version="1.0"?>

<clickmo>
<api_id>xxx</api_id>
<moMsgld>fa6ba35b330celbc7e2008e5d92d57aa</moMsgld>
<from>handset_number_here</from>
<to>mo_number_here</to>
<timestamp>2007-02-26 14:36:50</timestamp>
<text>xxx</text>
<charset>S0-8859-1</charset>
<udh></udh>

</clickmo>

11.3.5 SOAP

SOAP callbacks can be sent as an HTTP GET or POST with in the 'data’ parameter (eg:
http://www.yourscript.com/callback.php?data=<?xml version"1.0"
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Example

Data=<?xml version="1.0" encoding="1S0O-8859-1"?>

<SOAP-ENV:Envelope SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/
xmIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema” xmins:xsi="http://www.w3.0rg/2001/XMLSchema-
instance"xmins:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" xmiIns:tns="clickatell_mo">
<SOAP-ENV:Body>

<tns:mo_callback xmins:tns="clickatell_mo">

<api_id xsi:type="xsd:int">xyz</api_id>

<from xsi:type="xsd:string">xyz</from>

<to xsi:type="xsd:string">xyz</to>

<timestamp xsi:type="xsd:string">xyz</timestamp>

<charset xsi:type="xsd:string">xyz</charset>

<udh xsi:type="xsd:string">xyz</udh>

<text xsi:type="xsd:string">xyz</text>

<momsgid xsi:type="xsd:string">xyz</momsgid>

</tns:mo_callback>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>

11.3.6 Online reports only

All inbound messages are recorded on your Clickatell account, which can be viewed within Clickatell
Centralhttp://api.clickatell.com/soap/webservice vs.php . Go to Message Reports>>Two-Way and
generate a report using the parameters supplied. Choose this option if you do not wish inbound
messages to be sent to your application.

11.4 How tagged VMN ranges work

A tagged VMN range is viewed as one number on the Clickatell system. You can only set one reply
method for the entire range. Configuration is done through Clickatell Central.

Step 1: Log into your account at http://www.clickatell.com/
Step 2: Go to Manage my Products.
Step 3: Select Two-way messaging and select the tagged VMN you wish to configure.

You can, however, set any of the individual VMNs as the Sender ID when sending out the message.
Replies to this VMN will be sent through to your system with the source address (the VMN the message
was sent to) equal to this VMN.

11.5 Important notice about testing:

Do not try and send to the premium-rated VMN(s) via Clickatell's system. This may cause your
messages to go into a loop. The premium-rated VMN(s) should only be used to receive incoming
messages.
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12. Billing

We automatically deduct the credit charge for each inbound message. Please contact your sales
consultant if you are unclear about the charge you pay. The standard charge is a third of a credit, per
inbound message.

Messages will only be released to your application/online reports when payment has been received for
them. The two-way report within Clickatell Central will indicate if you have unreleased messages. You
can be notified when your balance goes below a user-defined amount of credits. This can be configured
within Central>>Message Reports>>Two-Way.

13. Visual diagram

13.1 Mobhile originated (MO) without a response

A message originates from the handset. Clickatell receives the message from the operator and sends
the message to your application. Your application can communicate with the Clickatell gateway via one
of the following APIs: SMPP, HTTP and FTP.

B CLIENT
Clichatell Gataway APFLICATIOHN

£ . wy T g 3585
¥

OFERATOR

Figure 1

You can then choose to respond back to the phone or not. If you do, then we will route the message
back to the handset as explained in Figure 2 below.

13.2 Mobhile terminated with a reply from the handset

A message is routed to a handset. The recipient would then choose to reply to your message or not to.
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Figure 2

14. Terminology

Mobile originated (MO): A message sent (originating) from a mobile handset to an application
via Clickatell.

Mobile terminated (MT): A message sent from an application to (terminating on) a mobile
handset via Clickatell.

Premium rated message (MO): A mobile user is charged a premium for the message that they
send to a particular short or long code. This service is not available in all regions; please contact
an Account Manager for more information.

Revenue share: This refers to the portion of the premium charge associated with a premium
rated message, which is passed on to the content provider.

Content provider: This is the Clickatell customer who is offering one or more services that are
usually premium rated SMS system.

Customer: A registered Clickatell customer utilising the Clickatell API for message delivery and
receipt.

Sender ID: The “from” address that appears on the user's handset. This is also known as the
message originator or source address. A Sender ID must be registered within your account and
approved by us before it may be used.

Destination address: The mobile number/MSISDN of the handset to which the message must
be delivered. The number should be in international number format, e.g. country code + local
mobile number, excluding the leading zero (0).

Source address: See ‘Sender ID’ above.

Short code: A short number which is common across all the operators for a specific region.
Subscriber: The mobile network subscriber who owns the mobile number (MSISDN) which will
send or receive SMSs, or be billed for premium rated services.

Upstream gateway: A network operator, third party or our own short message service centre
(SMSC).
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