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JOB DESCRIPTION

	Fraud and Risk Analyst

	Location:
	Cape Town, Bellville

	Date:
	July 2010

	Reporting To:
	Head of Finance

	Department:
	G&A

	Purpose
	To detect and report online fraudulent activities. 
To ensure that preventative measures are put in place to eliminate any online fraudulent transactions. 

	Key Responsibility Areas:
	
1) Analyse payments
Analyse payments on a daily basis and look for:
Suspicious payments
Payments that failed that looks legitimate
2) Refunds
Manage the refund process. This will include the process to handle chargeback’s, identify customer accounts associated to these and block them
3) Respond to alerts
Respond to system alerts that will notify you on suspicious activity based on pre-determines scenarios.
4) Payment gateways
Take responsibility for the management of the payment gateways. This will include the coordination between all the departments.
5) Increase fraud prevention
Propose new rule sets to lower fraud while still giving good customer experience during the payment process
Implement preventative measures to prohibit fraudulent activities 
6) Reporting
Provide monthly reports on fraud and fraud prevention
Provision of a high level report to management on a weekly basis stipulating fraudulent activities and preventative measures that has been put in place. 
7) Customer interaction
Make contact with suspicious customers to determine whether it is a potential legitimate sale.
8) Fraud escalation
Must establish the ability and process to escalate fraud to the relevant authorities 
9) Quality Control
On customer queries, charegeback’s, repayments and on internal block lists
10) Investigations
Investigate all suspicious transactions, and possible Syndicates, Investigate patterns and trends, Investigate Cash-ins. 
Lock accounts and add to Internal Block lists 


	Core Competencies:
	Must have strong analytical ability 
Must have the ability to recognise trends and fraud behaviour.
Must have attention for detail

	General Competencies:
	Good mathematical skills
Computer literate (MS Office, MS Windows, Internet and email)
Foresight, analysis and logic, systematic and orderly planning, attention to detail

	Experience and Education:
	· A minimum of 2 years online fraud analyst experience 
· Knowledge of/and technical know-how of operating systems and Internet
· IT diploma an advantage
· Troubleshooting skills
· Analytical thinking
· Questioning skills
· Good verbal expression
· Typing skills

	Personal Characteristics:
	· Excellent organisational skills
· Attention to detail
· Self driven
· Good communicator
· Good interpersonal skills 
· Positive outlook on life
· Assertive nature
· Logical thinker (strong troubleshooting skills)
· Responsible and accountableWork / perform well under pressure

	Special Requirements:
	Regular and on time attendance

	Note:
	To perform this job successfully, the individual must be able to perform each essential duty satisfactorily. The requirements listed above are representative of the knowledge; skill and or ability required and are not intended to be an exhaustive list of all duties and responsibilities associated with this job.
You will be required to perform all reasonable duties assigned to you or related or incidental to the proper completion of your job tasks;
During a colleague’s leave of absence from the company or during month end or peak business periods, you may be required to perform other job tasks upon reasonable request from your line manager.
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